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The rapid spread of fake news can influence millions of people, impacting elections and
financial markets. A study on the impact of fake news on the 2016 US presidential election , for
instance, has found that fake news stories about Hillary Clinton was “very strongly linked” to the
defection of voters who supported Barack Obama in the previous election.

To stem the rising influence of fake news, some countries have made the creation and
distribution of deliberately false information a crime.

Singapore is the latest country to have passed a law  against fake news, joining others like
Germany, Malaysia, France and Russia. 

       Read more:       Media Files: Australians' trust in news media is falling as concern
over 'fake news' grows

But using the law to fight the wave of fake news may not be the best approach. Human rights
activists, legal experts and others fear  these laws have the potential to be misused to stifle free
speech, or unintentionally block legitimate online posts and websites. 

Legislating free speech

Singapore’s new law  gives government ministers significant powers to determine what is fake
news, and the authority to order online platforms to remove content if it’s deemed to be against
the public interest. 

What is considered to be of public interest is quite broad, but includes threats to security, the
integrity of elections, and the public perception of the government. This could be open to abuse.
It means any content that could be interpreted as embarrassing or damaging to the government
is now open to being labelled fake news. 
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https://www.documentcloud.org/documents/4429952-Fake-News-May-Have-Contributed-to-Trump-s-2016.html
https://www.theguardian.com/world/2019/may/09/singapore-fake-news-law-a-disaster-for-freedom-of-speech-says-rights-group
http://theconversation.com/media-files-australians-trust-in-news-media-is-falling-as-concern-over-fake-news-grows-119099
http://theconversation.com/media-files-australians-trust-in-news-media-is-falling-as-concern-over-fake-news-grows-119099
https://www.bbc.com/news/world-asia-48196985
https://www.straitstimes.com/politics/7-things-to-know-about-singapores-proposed-law-to-combat-online-fake-news
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And free speech and human rights groups are concerned that legally banning fake news could
be used as a way to restrict free speech and target whistleblowers .

       Read more:       Freedom of speech: a history from the forbidden fruit to Facebook

Similar problems have arisen in Malaysia  and Russia . Both nations have been accused of
using their respective laws against fake news to further censor free speech, especially criticism
of the government.

Malaysia’s previous government outlawed fake news last year , making it a crime punishable by
a fine up to 500,000 Malaysian (A$171,000) ringgit or six years’ imprisonment, or both. The new
government has vowed to
repeal the law , but
so far has yet to do so.

Russia banned fake news – which it labels as any information that shows “blatant disrespect” for
the state – in April. Noncompliance can carry a jail sentence of 15 days .

Discriminating between legitimate and illegitimate content

But the problems that come with legislating against fake news is not restricted  to countries with
questionable

track records  of
electoral integrity and free speech. 

Even countries like Germany are facing difficulties enforcing their laws in a way that doesn’t
unintentionally also target legitimate content.
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https://researchportal.helsinki.fi/en/publications/anti-fake-news-law-macrons-impossible-challenge
http://theconversation.com/freedom-of-speech-a-history-from-the-forbidden-fruit-to-facebook-119597
https://www.thestar.com.my/news/nation/2018/09/23/fake-news-still-a-crime-in-malaysia-in-this-transition-period-where-rules-are-constantly-being-negot/
https://www.npr.org/2019/03/18/704600310/russia-criminalizes-the-spread-of-online-news-which-disrespects-the-government
https://thediplomat.com/2019/01/no-silver-bullet-for-fake-news-in-a-new-malaysia/
https://www.nst.com.my/news/nation/2019/04/477778/pm-malaysia-will-repeal-anti-fake-news-act
https://www.nst.com.my/news/nation/2019/04/477778/pm-malaysia-will-repeal-anti-fake-news-act
https://www.npr.org/2019/03/18/704600310/russia-criminalizes-the-spread-of-online-news-which-disrespects-the-government
https://www.economist.com/graphic-detail/2016/09/19/fraud-in-russias-elections
https://www.reuters.com/article/us-malaysia-election-bersih/watchdogs-believe-flaws-to-malaysia-voter-list-tip-of-the-iceberg-idUSKBN1I410T
https://www.reuters.com/article/us-malaysia-election-bersih/watchdogs-believe-flaws-to-malaysia-voter-list-tip-of-the-iceberg-idUSKBN1I410T
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Germany&rsquo;s law  came into effect on January 1, 2018. It targets social media platforms
such as Facebook and Twitter, and requires them to remove posts featuring hate speech or
fake information within 24 hours. A platform that fails to adhere to this law may face fines up to
50 million euros. 

But the government is now reviewing the law because too much information is being blocked
that shouldn’t be.

The Association of German Journalists has complained  that social media companies are being
too cautious and refusing to publish anything that could be wrongly interpreted under the law.
This could lead to increasing self-censorship, possibly of information in the public interest.

In Australia, fake news is also a significant problem , with more and more people unable to
distinguish fake news from legitimate reports. 

During Australia’s federal election in May, fake news claiming the Labor Party planned on
introducing a death tax  spread across Facebook and was adopted by the Liberal Party in
attack ads .

       Read more:       Lies, obfuscation and fake news make for a dispiriting &ndash; and
dangerous &ndash; election campaign

But there has been no serious talk of passing a law banning fake news here. Instead, Australian
politicians from all sides have been pressuring  the biggest social media platforms to be more
vigilant and remove fake news before it becomes a problem.

Are there any alternatives to government regulation?
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https://www.bbc.com/news/technology-42510868
https://www.reuters.com/article/us-germany-hatespeech/germany-looks-to-revise-social-media-law-as-europe-watches-idUSKCN1GK1BN
https://www.djv.de/startseite/profil/der-djv/information-in-english.html
https://www.theguardian.com/media/2018/feb/07/australias-trust-in-media-at-record-low-as-fake-news-fears-grow-survey-finds
https://www.smh.com.au/federal-election-2019/labor-demands-facebook-remove-fake-news-posts-about-false-death-tax-plans-20190419-p51fpk.html
https://www.theguardian.com/australia-news/live/2019/apr/23/australian-federal-election-2019-scott-morrison-bill-shorten-coalition-labor-australia-water-buybacks
https://www.theguardian.com/australia-news/live/2019/apr/23/australian-federal-election-2019-scott-morrison-bill-shorten-coalition-labor-australia-water-buybacks
http://theconversation.com/lies-obfuscation-and-fake-news-make-for-a-dispiriting-and-dangerous-election-campaign-115845
http://theconversation.com/lies-obfuscation-and-fake-news-make-for-a-dispiriting-and-dangerous-election-campaign-115845
https://www.thestar.com.my/tech/tech-news/2019/04/05/facebook-vows-to-block-foreign-adbuying-during-australias-election/
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Unlike attempts to limit or ban content in pre-internet days, simply passing a law against fake
news may not be the best way to deal with the problem.

The European Union, which is experiencing a rise in support for extreme right-wing political
parties , introduced a voluntar
y code of practice
against online disinformation in 2018. Facebook and other social media giants have since
signed up. 

But there are already concerns the code was &ldquo;softened&rdquo;  to minimise the amount
of content that would need to be removed or edited.

Whenever governments get involved in policing the media – even for the best-intended reasons
– there is always the possibility of corruption and a reduction in genuine free speech. 

Industry self-regulation is also problematic, as social media companies often struggle to objecti
vely police themselves
. Compelling these companies to take responsibility for the content on their sites through fines
and other punitive measures, however, could be effective.

       Read more:       After defamation ruling, it's time Facebook provided better
moderation tools

Another alternative is for media industry groups to get involved. 

Media freedom watchdog Reporters Without Borders, for instance, has launched the Journalis
m Trust Initiative
, which could lead to a future certification system that would act as a “guarantee” of quality and
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https://digitalcommons.ursinus.edu/int_hon/6/
https://digitalcommons.ursinus.edu/int_hon/6/
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://www.opendemocracy.net/en/facebook-and-google-pressured-eu-experts-soften-fake-news-regulations-say-insiders/
http://ifap.ru/library/book107.pdf#page=77
http://ifap.ru/library/book107.pdf#page=77
http://theconversation.com/after-defamation-ruling-its-time-facebook-provided-better-moderation-tools-119526
http://theconversation.com/after-defamation-ruling-its-time-facebook-provided-better-moderation-tools-119526
https://rsf.org/en/news/rsf-and-its-partners-unveil-journalism-trust-initiative-combat-disinformation
https://rsf.org/en/news/rsf-and-its-partners-unveil-journalism-trust-initiative-combat-disinformation
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accuracy for readers. The agreed standards are still being discussed, but will include issues
such as company ownership, sources of revenue, independence and ethical compliance.

Alana Schetzer is affiliated with Media, Entertainment and Arts Alliance 
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